@

COSMOT€

OOOOOOOOOOOOOOOOOOOOOOOOOOOOO

OAHIE2 ETKATA2TA2H2
&
AIA2YNAE2H2 CLIENT

SECURE REMOTE ACCESS IP VPN




COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

NEPIEXOMENA
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

Microsoft [Windows 7|8.1|10]

1. KateBaloupue to mpoypappa Cisco AnyConnect and tn 6€on
ftp://ftp.otenet.gr/pub/ote/clients/Secure/anyconnect-win-4.6.02074-predeploy-
k9 core vpn.zip

2. ATOGCUUTILECOUE TO .Zip apyXelo Pe Eva TPOYPAUUA TNG ETUAOYNC LOG

3. MetaBaivoupe otov PpAKEAO TNG €YKOTAOTAONG KOl €KKWVOUWE TOV 08nyd €yKATACTAONG
Kavovtoag SUAO KAk oTo apxeio «anyconnect-win-4.6.02074-core-vpn-predeploy-k9.msi»

IO+ ApplicationTools  2nyconnect-win-4,6.02074-predeploy-k9_core_vpn - m} X
“ Home  Share  View Manage [7]
« v 4 » anyconnect-win-4.6.02074- predeploy-k3_core_vpn > anyconnect-win-4.6.02074-predeploy-k3_core_vpn v & Searchanyconnect-win-4.60.. 0

Name - Date modified Type Size

Profiles :25PM  File folder

Setup PM  File folder
13 anyconnect-win-4,6.02074-core-vpn-predeploy-k9.msi  7/30/2018 235 PM Windows Intaller ., 9,051 KB
3 Setup.ee 7730, 19PM  Application S42K8
D setup.hta 54PM  HTML Application S5KB

4. EykaBiotoUpe To mpoypappa Cisco AnyConnect akoAouBwvtag Tov 06nyo:

ﬂ Cisco AnyConnect Secure Mobility Client Setup X

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

#5 Cisco AnyConnect Secure Mobility Client Setup X 15 Cisco AnyConnect Secure Mobility Client Setup X
End-User License Agreement / }‘ Ready to Install s }“
Please read the following license agreement carefully g .4' < The Setup Wizard is ready to begin the Typical installation 'I o
& %
supp'ementa' End User License Ag reement Click “Install” to begin the installation. If you want to review or change any of your
i = installation settings, dick "Back”. Click "Cancel” to exit the wizard.
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software
IMPORTANT: READ CAREFULLY
This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed under the ,
(@1 accept the terms in the License Agreement
(O1 do not accept the terms in the License Agreement
Advanced Installer Advanced Installer
< Back Cancel < Back W Cancel
ﬂ Cisco AnyConnect Secure Mobility Client Setup X ﬂ ect
’ 3 I
Installing Cisco AnyConnect Secure Mobility Client » f ) )
o 2" , ' Completing the Cisco
) ‘3 ‘ AnyConnect Secure
L% Mobility Client Setu
Please wait while the Setup Wizard installs Cisco AnyConnect Secure Mobility B »’ 3 ty P
Client. This may take several minutes, ”‘ . Wizard
|
H- °
SR Copying new files L I~ Click the Finish button to exit the Setup Wizard.
| 7;?! i,
L) o
BN
| SN
V.
Advanced Installer
< Back Next > < Back Finish Cancel

5. Avoliyoupe to npdypappa Cisco AnyConnect

]
=]
o
"
5
| ]
&
0‘.
[ ]
[ |

OMIAOL ETAIPEION




>

COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

6. 2TO KATW-8e€l LEPOC TNG KEVIPLKAG 006VNG Twv Windows 10, epdaviletol To mopoKaTw
napaBbupo, omou daivetal to profile «remote.otenet.gr».

VPHN:
Ready to connect.

| remote.otenet.ar Connect

11:46 PM

= 140 -
& T i) ENG 11/2/2018

7. Natwvrtag to mARktpo «Connect» avoiyel to mapdBupo tng elcaywyng twv Credentials, 6mou

mAnktpoAoyoU e To username otnv popon user_<NNN>@<VRF>_GROUP_<N> kat to
password.

’{}' Cisco AnyConnect | remote.otenet.gr X

% Please enter your username and passwaord.

Username: | user_001@IPSEC_TEST_GROUP_1 |

Password: | TEEEEEEE |

Please enter your username and password,

remote.otenet.gr Connect

L 11E52PM
v T i) ENG s L]

8. Otav natrooupe to OK, cuvdeduaote kat To mapdbupo aAlalel kataotacn «Connected»,
onw¢ dpaivetal mapakaTw:

Y Cisco AnyConnect Secure Mebility Client — x

é Connected to remote.otenet.ar,

remote,otenet.gr

00:00:31 IPv4
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

Linux [Ubuntu >14.04]

1. Avoiyoupe tnv kovooAa (Terminal) evOAAOKTIKA TATWVTOC TOV TAPAKATW OUVOUACUO
TIANKTPWV

Ctrl- Alt +T

2. KateBaloupe 1o mpoypappa Cisco AnyConnect anod tn 6€on
ftp://ftp.otenet.gr/pub/ote/clients/Secure/ MANKTPOAOYWVTOC TNV EVTOAN:

sudo wget ftp://ftp.otenet.gr/pub/ote/clients/Secure/anyconnect-linux64-4.6.03049-
predeploy-k9.tar.gz

3. ANMOGCUUTIEGOULE TO gzip 0pXElo TTANKTPOAOYWVTAC TNV EVIOAN:
gunzip anyconnect-linux64-4.6.03049-predeploy-k9.tar.gz

4. Anoouumniécoue To tar apxelo MAnKTpoAoywvtag TNV EVIOAN:
sudo tar -xvf anyconnect-linux64-4.6.03049-predeploy-k9.tar

5. MetaBaivoupe otov GAKeAO TNG EYKATAOTACNE TTANKTPOAOYWVTOC TNV EVTOAN:
cd anyconnect-linux64-4.6.03049/vpn

6. EykaBiotoupe to mpdypappa Cisco AnyConnect mAnKTpoAoywvtag TNV EVIOAN:
sudo ./vpn_install.sh

7. MetaBaivoupe otov pakelo tou Cisco AnyConnect Profile, mAnktpoAoywvtag tTnv EVIOAN:
cd /opt/cisco/anyconnect/profile

8. Katefaloupe -evtocg tou folder profile- to XML Profile (remote.otenet.gr.xml)
TIANKTPOAOYWVTAG TNV EVIOAR:

sudo wget ftp://ftp.otenet.gr/pub/ote/clients/Secure/remote.otenet.gr.xml
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.
9. Tl va avoifoupe to mpoypappa Cisco AnyConnect, TANKTPOAOYOULE TNV EVTOAN:
/opt/cisco/anyconnect/bin/vpnui

10.Ado0 avoifel o client kal £{oupe eKTEAEDEL TA TPONYOUUEVA BrLaTa cwotd, paivetal To
owato profile «remote.otenet.gr», OMw¢ MAPAKATW:

Cisco AnyConnect Secure Mobility Client

® Connection | @ Statistics & About

e
Cisco

[l Femote otenet of 2] [

% Connect |

Ready to connect.

11.Matdpe to kouurmi «Connect» mou PplokeTal OTO KATW UEPOG TOUu TapabUpou Kol oTNV
OUVEXELX  TANKTPOAOYOUHME TO  username To omoio elvat  w™g  HopdNng
user_<NNN>@<VRF>_GROUP_<N>. AdoU mAnktpoloyricoupe to password matdpe TO
kou i «Connect»

Cisco AnyConnect Secure Mobility Client B

% Connection | @ Statistics | & About

l'l'lllll
CIscoO

Connectto: remote.otenet.gr - GO

Username: |user_001@IPSEC_TEST_GROUP_1

Password: [ ------- o

| connect |

Please enter your username and password.
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

12. EpOoov €xoupe TANKTPOAOYNOEL OWOTA OTO EMAVW HEPOC TNG 000vng eudaviletal to
TMAPAKATW HAVUUA yia Alya deutepoAemnta.

& Cisco AnyConnect Secure Mobility Client

e

13.0 client otnv mapakdtw £lkova ¢aivetol ocuvdedepévog, evw UmopolPe vo Solpe Ta
OTATLOTIKA TNG OUVOEDN G Hag oto tab «Statistics»

Cisco AnyConnect Secure Mobility Client D

% Connection || @ statistics & About

afea]n
CISCO

Connect to: \)G

Username:

Password:

¥a Disconnect

Connected to remote.otenet.qgr.
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

Apple [macOS >10.10]

mac

OS

1. KateBaloupe to mpoypappa Cisco AnyConnect ano tn 6éon
ftp://ftp.otenet.gr/pub/ote/clients/Secure/anyconnect-macos-4.6.03049-predeploy-k9.dmg

2. MetafBaivoupe otov pAKeAO TNG €yKOTAOTAONG KAl €KKLVOUMPE TOV 0dNyd €yKATACTAONG
kavovtag SUTA0 KAk oto apxeio «AnyConnect.pkg»

r -

[ NON | % AnyConnect 4.6.03049
X

1 of 2 selected -

o e

AnyConnect.pkg

I%} AnyConnect 4.6.03049 > B Profiles
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

3. EykaBiotoupe to mpoypappa Cisco AnyConnect akohouBwvtag Tov 06nyo:

[ ] ‘& Install AnyConnect Secure Mobility Client a ‘w Install AnyConnect Secure Mobility Client "}

GAEIRINE 8 2 S ETRE SEEE L ALy AT e To continue installing the software you must agree to the terms of the

software licence agreement.

You will be guided through the steps necessary to install this It : i : . . ) )
software. Nt Click Agree to continue or click Disagree to cancel the installation and quit 'N-

e Lic thelnstaller.

@ Introduction

i and

s + ILA®)

Read Licence Disagree Agree émg
re the

terms.
AETy ‘and conditions of the EULA and this SEULA, the terms and conditions of this SEULA will take
v precedence.

In addition to the limitations set forth in the EULA on your access and use of the Software, You
agree to comply at ail times with the terms and conditions provided in this SEULA.
DOWNLOADING, INSTALLING, OR USING THE SOFTWARE CONSTITUTES ACCEPTANCE
OF THE AGREEMENT, AND YOU ARE BINDING YOURSELF AND THE BUSINESS ENTITY
THAT YOU REPRESENT (COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS UNWILLING TO
LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY NOT DOWNLOAD, INSTALL OR USE
THE SOFTWARE, AND (B) YOU MAY RETURN THE SOFTWARE (INCLUDING ANY
UNOPENED CD PACKAGE AND ANY WRITTEN MATERIALS) FOR A FULL REFUND, OR, IF
THE SOFTWARE AND WRITTEN MATERIALS ARE SUPPLIED AS PART OF ANOTHER
PRODUCT, YOU MAY RETURN THE ENTIRE PRODUCT FOR A FULL REFUND. YOUR RIGHT

' I I I I ' ' ' l l TO RETURN AND REFUND EXPIRES 30 DAYS AFTER PURCHASE FROM CISCO OR AN
L] ' ' [ ' ' AUTHORIZED CISCO RESELLER, AND APPLIES ONLY IF YOU ARE THE ORIGINAL END
CISCO cisco USER PURCHASER
Continue Print... Save... Go Back Continue
[ ] w Install AnyConnect Secure Mobility Client a [ ] ‘& Install AnyConnect Secure Mobility Client o)
Custom Install on “macOS HD" Standard Install on “macOS HD"
Package Name Action Size i .
Introduction = Upgrade 20,8 M8 Introduction This will take 69,2 MB of space on your computer.
Licence Web Security Install 29Mm8 Licence Click Install to perform a standard installation of this software
Tl & AMP Enabler Install 745 KB isk "
Destination Select - on the disk “macOS HD".
Diagnostics and Reporting Tool Install 21MB Destination Select
® Installation Type Posture Install 34,2 MB o Installation Type
ISE Posture Install 3,6 MB
Network Visibility Install 1,3 MB
Umbrella Roaming Security Install 36 MB
Space Required: 69,2 MB Remaining: 172,1 GB
afaln ]
Go Back Continue Go Back Install
e . 2]
‘& Install AnyConnect Secure Mobility Client s -
Installing AnyConnect Secure Mobility Client The installation was completed successfully.
Introduction Introduction
Licence Licence
Destination Select Destination Select
Installation Type Reai ing updated + Installation Type
g g up P
Installation Installation H *
° The installation was successful.
& Summary .
The software was installed.
Install time remaining: Less than a minute
dfn]n N Imie

CIsco CIsSCO

10
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

4. MetaBaivoupe oto folder profile oto path: /opt/cisco/anyconnect/profile

Go to Folder...

Go to the folder:

| /opt/cisco/anyconnect/profile

Cancel

5. Avtypadoupe oto folder Profile to apyeio «remote.otenet.gr.xml» mou kateBdaloupe amod

™ B¢on ftp://ftp.otenet.gr/pub/ote/clients/Secure/remote.otenet.gr.xml

6. Mo vo avoifoupe to mpodypappa Cisco AnyConnect, avoiyoupe to Applications folder kot

eTUAEYOUE oto folder Cisco T0 TPOYPOAUUA AnyConnect

il Cisco
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

7. NMatwvrtag to mARKTpo «Connect» avolyel To mapabupo tn¢ eloaywyng twv Credentials, 6mou
TANKTpoAoyoULE TO username otnv Hopdr user_<NNN>@<VRF>_GROUP_<N> kal Tto

password.

® 0 AnyConnect atfear]
Secure Mobility Client CISCO

Ready to connect.

remote.otenet.gr

Cisco AnyConnect | remote.otenet.gr

% Please enter your username and password.

Username: user 001@IPSEC_TEST_GROUP1

Password: oooooooooooool

cancel (TSN

8. Otav natriooupe 1o OK, cuvdedpaote Kat To mapabupo aAlalel katdotaon «Connected»,

onw¢ dpaiveral mapakaTw:

it]1i1]1. Cisco AnyConnect Secure Mobility Client
CISCO Connected: remote.otenet.gr

12
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

Google [Android]

1. KateBaloupe amd to Play Store to mpoypaupa Cisco AnyConnect, omwc ¢aivetal oTig

TIAPOAKATW ELKOVEG:

€  anyconnect

- Anycéfjnff“ . MORE INFO ‘ INSTALL

& PEG

* (8,051 2)

Cisco
» /Connect

Resanle and easy-to-deploy
encrypted network connectivity

13
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

2. Matwvrtag to £lkovidlo 9 TOU TIPOYPAUHATOC OVOLYEL N KEVTPLKH 080VN TNC edpapoyng
KoL matape Connections

o~

{8 VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Disconnected

Connections
No connection

Details

alaln
cisco

3. Matape “Add VPN Connection”

Vi
‘:" Advanced Preferences

Add New VPN Connection

14
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

4. JupumAnpwvoule Ta otolxeia Balovrag pla meplypadn m.x. OTE, tnv SievBbuvon tou Server
remote.otenet.gr, 6nwg daivetal mapakATw Kal motdpe to kouurni Advanced Preferences

‘, Connection Editor

Description
OTE

Server Address
remote. otenet gr

Advanced Preferences
Change advanced certificate and protocol settings

Cancel Done

15
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

5. JupunmAnpwvoupe to checkbox Connect with IPsec, otnv Alota tou Authentication
emAéyoupe EAP-MD5 kal oto nedio IKE Identity mAnktpoloyoUpe ote. ITnV GUVEXELQ
natdpe Done yla va emniotpéPoupe otnv o6dvn Connection Editor kal petd to ava to
kouuni Done.

G’ Advanced Preferences

Certificate
Automatic

Connect with IPsec
Connections will use IPsec instead of SSL about IPsec can be found in the menu under
“Additional Information”

Authentication
EAP-MDS

IKE Identity

ote

Cancel Done
G’ Connection Editor

Description
OTE
Server Address

remote.otenet gr

Advanced Preferences
Change advanced certificate and protocol settings

Cancel Done

16

OMIAOL ETAIPEION




COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

6. EvepyomoloUpe tov dtakomtn AnyConnect VPN, yia va cuvdeBoUpe.

" AnyConnect
@ VIRTUAL PRIVATE NETWORK

AnyConnect VPN

Disconnected

Connections
No cannection

Details.

alialn
cisco

7. NAnktpoAoyoU e to username otnv popdr user_<NNN>@<VRF>_GROUP_<N> kabw¢ Kat
TO password.

Any(

Pl your and d
Username:

user_001@IPSEC_TEST_GROUP_1

Password

Show password

17
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

8. O &akontng tou AnyConnect VPN eivatl mAéov ON, umodnAwvovtog ot €xoupe ouvbeBel
ETUTUXWG.

&\, AnyConnect
B VIRTUAL PRIVATE NETWORK

AryConnect VRN m

Coonecing

Connectian
S VPN Custer

Cetails...

i
CIsco

18
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

Apple [iOS]

-

1. KateBaloupe amd to App Store 1o mpoypappa Cisco AnyConnect, onwg ¢aivetal oTig

mme

P Y

TIAPOAKATW ELKOVEG:

o6 @

E0peon iPhone Watch Pubpicelg App Store

Yol L

!l COSMOTE & 11:05 100% (=) 4

Q. cisco anyconnect @ Cancel

Cisco AnyConn...
’§, New Cisco A GET

Cisco Legacy AnyCo...
Legacy

Search

19
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

2. Matwvrtag to £lkovidlo ; TOU TIPOYPAUHATOC OVOLYEL N KEVTPLKH 080VN TNC edpapoyng
KoL matape Connections

AnyConnect
@ VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections No Connections

Details Disconnected

vl
Cisco

A & O 0

Home Settings Diagnostics

3. Matape “Add VPN Connection”

{ Back VPN Connections

Add VPN Connection...

20
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

4. JupumAnpwvoule Ta otolxeia Balovrag pila meptypadn m.x. OTE, tnv dievBuvon tou Server
remote.otenet.gr, 6nw¢g daivetol MTAPOKATW KoL MOTAUE To Kouurti Advanced

Cancel Add VPN Connection Save

Description OTE
Server Address remote.otenet.gr

Advanced

5. EvepyomoloUpe tov OSlakomtn Connect with IPsec, otnv Alota tou Authentication
emAéyoupe EAP-MD5 kot oto nedio IKE Identity mAnktpoloyoUue ote. Itnv CUVEXELQ
natdpe <Back yia va emiotpéPoupe Kot LETA TO KOoupni Save. Téhog matdpe Allow yla to
véo configuration.

Cancel Add VPN Connection Save
< Back Advanced _

Description OTE
Network Roaming () Server Address  remote.otenet.gr
_ . Advanced
Certificate Automatic
App Rules

Connect On Demand
“AnyConnect” Would Like to

Add VPN Configurations

TUNNEL L - S
HINREE EROTDED All network activity on this iPhone may

Sonnicet with [Psec () be filtered or ms/l;i't\ﬁred when using
Authentication EAP-MD5

Allow Don’t Allow
IKE Identity ote

Only enable 'Connect with IPsec' if instructed to do so
by your administrator. If the server is not configured
for IPsec, you will not be able to connect.

21
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

6. EvepyomoloUpe tov dtakomtn AnyConnect VPN, yia va cuvdeBoUpe.

AnyConnect

a VIRTUAL PRIVATE NETWORK

AnyConnect VPN
Connections OTE
Details Disconnected
]
CISCO

R 222

Home Diagnostics

7. MAnktpoAoyolue to username otnv popdn user_<NNN>@<VRF>_GROUP_<N> kabwg kot
TO password.

Cancel Authentication Connect

Please enter your username
and password.

Username: user O0O1@IPSEC_T...
Password: Y IYYYYY)
22
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COSMOTE

‘Evas k6opos, KaAUtepos yia 6Aous.

8. O bwakomtng tou AnyConnect VPN éylve mpdoilvog, umodnAwvovtag otL €xoupe ouvdebel
ETUTUXWG.

AnyConnect

ﬂ VIRTUAL PRIVATE NETWORK

AnyConnect VPN ()

Connections OTE
Details Connected
aifean],
CISCO
Home Settings Diagnostics About

23
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